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Typical AWS usage

An error occurred (AccessDenied) when calling the
~====*+c\lD7 nneration: Access Denied

Action: lam:CreateUser
O

On resource(s): arn:aws:iam::55569721¢
Diagnose with Amazon Q

@ You are not authorized to —— =
e/AWSReca= usef/ SulabN® |
554709 [get

~_ro\e

WER  ® Instance launch failed
You are not authorized to perform this operation. User: arn:aws:sts::555697216722:assumed-

@ user:
-a\NSf\am" role/AWSReservedSSO_AWSReadOnlyAccess_4cea7894fbac3ead/pas256 is not authorized to perform: ec2:CreateSecurityGroup on resource:
afn° arm:aws:.ec2:us-west-2:555697216722:vpc/vpc-090f484047007b243 because no identity-based policy allows the ec2:CreateSecurityGroup action.
ct°\0“ Encoded authorization failure message: rGACTc1aEyGSszyQ7nBdiZaFuz-
a KFISUuBWHN11bShYGcCD_kgZj2tQfpMqS39Z8ZNchr_OPtDO7or]_tnaZ7r_Z0o5NDcS0kQBebHS0S6CnoQQ1vucOKBpQDaDUScORFrYMWVoS4udJsd

X]74z_bHEqvq2cA3v3BuYsYySjOBfTXrhkXWhxy5MvpJuVOKGffOxDyC5Ge-6a87zy_7LXHcKBy-
UK3XNyiNxGowVQS62¢_DRa420d4ri90h7Q8QfNBzT70YgDy1WNVrapk4QWhM2ZsYpwADXYKXK7P20WgUoCJcmK]j_6y1RQM8H2-0VPpd-

VbCsYMS

WmiLSnn BqJOqHMhY7wTIsdhlcy3xabFLIzCHUXax3GnZyv8vOnpTPWeB7bNXIz5]i53w2H7ti9siApZ4KgOkwRz1zUtpF-4WZXM-uW-
oWreCKyRyzrIBwfNq3ZW11EHKgeYKBBWJEVUWI3tzlsjpJoKLdur4s7gNNcPE45MERI6WmyR-AqK2ZVMtqJSx1BNL2sw4b6IN6R2DP-uHIiaOjhHZJL-
OLMbqJblrgWAKIdOnXg3HFt85gk_Q6YYUbylsYpStP74J)_mgqqlwpDIlwODaf_fnEOpRS_E3DkGkvQgBkAyX1vkn3DhRhMEz4QrO4XXr4RA1-
2KStWWKZCPE_ycD25U_vUNUuFrD-iBckOnCrwlJiYO8vdSX7AeosDeGTwP 10fl0optnZ0SoYJisT8zI310JJXJCRL]5¢cvICg8tla5CszYOVGA _Ld54krOf-

SzvOm8G60VZKKSp8 TQWVIAUTNCWgLEDLbUsXxTPOsSbSESg52kZ8qvSEEbCPca_FrXAP5Pnl429np-
XF@X_L6SCKSVEXURV8ccH5V70oxxwLAYRuU8SMTbKANIErBNvwL1WI8wAOKwaizUhyvio-7PIGDcV




Replace this talk with Amazon Q

(*) You don’t have sufficient permissions to Diagnose with Amazon Q.
You or your AWS administrator can grant access by adding the Amazon(QDeve loperAccess policy to your IAM
identity. For more information, see the AWS managed policies for Amazon Q.




Standard IAM error message format

User: arn:aws:sts::12345678901:sux/to-be-you
1s not authorized to perform
aws :SimpleAction
on resource
arn:aws:ec2:us-tirefire-1:12345678901:service/abcdl1234
because

I haven't had my coffee yet.




Agenda

 How is IAM is designhed?

« How does it evaluate policies?

 What are the different types of policies?
 When is each one useful?

 What is this error trying to tell me?

 What techniques can | use to debug permission errors??
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What are |IAM Policies?

1) Specification

When you define access policies, you specify which [AM principals are
allowed to perform which actions on specific AWWS resources and under
which conditions.

2) Enforcement

|IAM enforces this access by evaluating the AWS request with the policies
you defined and returns either allow or deny.



JAM Policy Language - PARC model

"Statement": [{

;]

"Si1d": "unique",
"Effect": "effect",

"Principal': "principal,
"Action": "action",
"Resource'": "resource',

"Condition": {

"operator": { "key": "value" }

Principal - The entity that is allowed or denied access
arn:aws:iam::123456789012:user/you

Action - Type of access that is allowed or denied
s3:PutObject

Resource - The AWS resource(s) the action will act on

arn:aws:s3:::my—-bucket

Condition - Butonly under these conditions

aws:MultiFactorAuthPresent = true




|IAM Policy Evaluation

Evaluate all Is there : y
Decision Is there an Final Decision =

- licit
geticable L Allow? Deny

starts at Deny
. . t)
policies Deny* (default)

Yes Yes

Final Decision = Final Decision =
Deny Allow

(explicit)
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What's not matching?

Context of Your defined
your request policies
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Policy types

[dentity-Based |

Trust

Resource Control

VPC Endpoint |

Dolicles

Policies

Dolicies

Policies

“YOU'GET APOLICY

" AND YOU GET A POLICY

Service Control Policies

Resource-Based Policies

Permission Boundaries

Session Policies

12




Policy types

ldentity-Based Policies

Attach to a Principal Identity-Based Policy

————

e.qg. User, Group, Role, Session

Resource-Based Policies

Attach to a Resource
e.g. S3 Bucket, VPC Endpoint

Resource-Based Policy | o
Effective Permissions

= UNION

“within an AWS Account
13




Organization policy types

Service Control Policies (SCP)

Getting more common Identity-Based Policy
Set at the Organization level

Limit permissions granted to [dentities

Resource Control Policies (RCPs)
New - released Dec 2024

Set at the Organization level

Limit permissions granted on Resources

Effective Permissions
= INTERSECTION

14




Policy type matrix

Policy type Act on Set at Used to Example
Identity-based Principals Account level Gr.anlt Grant granular permissions for
PErMissions Users, Groups and Roles.

Grant Grant cross-account access to
Resource-based Resources Account level a Resource. Control access

Mmission
PEIMISSIONS from a Resource.
Service Control Brincinals Oraanization leve Deny Disable access to services by
(SCP) P J PErmMissions Users, Groups or Roles.
R r ntrol L .
esource Contro Resources Organization level Dgny Disable access to Resources.
(RCP) permissions

15




CP default policy

aws I | Q search [Option+S] o

p —

W Ec2 @ Elastic Container Service & Route53 ' s3 @ Cloudwatch ¥ Control Tower & AWS Organizations & CloudFormation

e IAM > Permission Guardrails > p-FullAWSAccess

IAM - Preview < FullAWSAccess
New home of IAM Identity Center
Details
[ Organization v J
Policy ID Permission guardrail type

0] p-FullAWSAccess Service control policy

Home

Description Policy type
Allows access to every operation AWS managed

v Directory
People
Groups

v Multi-account access

Policy content Target OUs and AWS accounts

AWS accounts

Permission guardrails

Permission sets JSON

v Application access

1 | {

Applications 2 "Version": "2012-10-17",
v Access findings 2 S;atement L

Summary 5 "Effect”: "Allow",
External access 6 "Action": "*",
Unused access / "Resource": "*"

8 }

9 ]

10 }

Settings

@ @ United States (Oregon) ¥

&3 |AM Identity Center

Service access report

AWSAdministratorAccess/pas256 ¥

@ Service Catalog

®© # ©

( Manage in AWS Organizations B)

Target OUs and AWS accounts
19

ARN

0] arn:aws:organizations::aws:policy/service_
control_policy/p-FullAWSAccess

Edit in AWS Organizations [2

16




|IAM Policy Evaluation

Evaluate all Is there : y
Decision Is there an Final Decision =

- licit
geticable L Allow? Deny

starts at Deny
. . t)
policies Deny* (default)

Yes Yes

Final Decision = Final Decision =
Deny Allow

(explicit)

17




Example SCP policy - Guardrall

"Statement": [{
"Effect": "Deny",
"Action": |
""config:DeleteConfigRule",
""config:DeleteConfigurationAggregator",

""config:DeleteEvaluationResults”,
"config:PutConfigRule",
""config:PutConfigurationAggregator"

],

"Resource": "x',

"Condition": {

"ArnNotLike": { "aws:PrincipalARN": "arn:aws:iam::x:role/AWSControlTowerExecution" }

;]

18




RCP default policy

e AWS Organizations > Policies > Resource control policies > RCPFullAWSAccess ®

AWS Organizations < RCPFullAWSAccess

P AWS accounts
() This policy is managed by AWS

Services You can't edit the content or modify the tags of an AWS managed policy.
Policies
Settings
Get started Policy details
Name
Organization ID RCPFullAWSAccess
0-1co3jtsilk
ARN

arn:aws:organizations::aws:policy/resource_control_policy/p-RCPFullAWSAccess

Policy type
Resource control policy (AWS managed)

Description
Allows access to every resource

Content Targets

Content

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal”: "*",
"Action": "*",
"Resource": "*"

}




anization Policies

AWS Organizations < Policies

Policies in AWS Organizations enable you to manage different features of the AWS accounts in your organization. Learn more [

» AWS accounts
Services

Policies

Supported policy types
Settings

Get started Policy type A Status

Al services opt-out policies
Al services opt-out policies allow you to control data collection for AWS Al services for all the accounts in an @ Disabled

organization. Learn more [

Organization ID
0-1co3jtsilk

Backup policies

Backup policies allow you to centrally manage and apply backup plans to the AWS resources across an organization's @ Disabled
accounts. Learn more [?

Chat applications policies
Amazon Q Developer in chat applications policies allow you to control access to an organization's accounts from chat @ Disabled

applications such as Microsoft Teams and Slack. Learn more B

Declarative policies for EC2
Declarative policies for EC2 allow you to centrally declare and enforce desired configurations for EC2 at scale across an

(> Disabled

organization. Once attached, the configuration is always maintained when EC2 adds new features or APIs. Learn
more [

Resource control policies
Resource control policies (RCPs) offer central control over the maximum available permissions for resources in an @ Enabled

organization. Learn more [

Service control policies
Service control policies (SCPs) offer central control over the maximum available permissions for IAM users and 1AM @ Enabled

roles in an organization. Learn more E

Tag policies

Tag policies allow you to standardize the tags attached to the AWS resources in an organization's accounts. Learn @ Disabled
more [

20




Some additional policy types

Permission Boundaries

Cowerful way to limit privilege escalation, Identity-Based Policy
out Not widely adopted outside of larger
enterprises

Scoped-down policies

Assume a role (via STS) with a minimum
set of permissions

Permission Boundary | o
Effective Permissions

= INTERSECTION

21




IAM Role Trust Policy

* Allows you to define which Principals you trust to assume a role.

e Not to be confused with what the role can do

Permissions Trust relationships Tags Last Accessed

Trusted entities
Entities that can assume this |IAM role under specified conditions.

1-H{

2 "Version": "2012-10-17",

3 "Statement": [

4 {

5 "Effect": "Allow",

6~ "Principal": {

7 "Service": "cloudtrail.amazonaws.com"
8 b

9 "Action": "sts:AssumeRole"
10 }

11 ]

12 [}

22




Permission across accounts

o Account A Account B
Within an AWS account

| User 3 Bucket
e |dentity UNION Resource Principal Resource

Across multiple AWS accounts
Do

o |dentity INTERSECT Resource both

accounts allow

e Need explicit Allows on both sides the request?

e Create a "trust hug"

Final Decision = Final Decision =
Allow Deny







How policies work together within an account

Account A

IAM User: pas256 I

1
"Statement": [{

"Effect": "Allow",
"Action": "s3:PutObject" no policy defined
"Resource': "x"

;]
}

aws s3 cp my-file.txt s3://my-bucket/ w

25




How policies work together within an account

Account A

|IAM User: pas256 I

{
"Statement": [{
"Effect": "Allow",
"Principal': {"AWS": "pas256"}
no policy defined "Action": "s3:PutObject"

"Resource': "arn:aws:s3:::my—-bucket/x"

}]
}

aws s3 cp my-file.txt s3://my-bucket/ w
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How policies work together across accounts

Account A Account B

|IAM User: pas256 I

our-bucket

{
"Statement": [{

"Effect": "Allow",

"Principal™: {"AWS": '"pas256"}
no policy defined AND "Action": "s3:PutObject"

"Resource": "arn:aws:s3:::your-bucket/x"

}]
}

aws s3 cp my-file.txt s3://your-bucket/ w
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How policies work together across accounts

Account A Account B

IAM User: pas256 I our-bucket

{
"Statement": [{

{
"Statement": [{

"Effect": "Allow",

"EffeCt" : "A-L-LOW" 7 IIPrinCipa'Lll: {IIAWSII: "pa5256"}

"Action': "s3:PutObject™ AND "Action": "s3:PutObject"

"Resource": "arn:aws:s3:::your-bucket/x"

"Resource": "x"

)]

)
aws s3 cp my-file.txt s3://your-bucket/ w

28




How policies work together across accounts

Account A Account B

IAM User: pas256

{
"Statement": [{

"Sid": "FullAWSAccess",
"Effect": "Allow",
"Action": "x"

no policy defined no policy defined

"Resource": "x"

]
aws s3 cp my-file.txt s3://your-bucket/ ﬂ

¥
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How policies work together across accounts

Account A Account B

IAM User: pas256

{
"Statement": [{

"Sid": "FullAWSAccess",
"Effect": "Allow",
"Action": "x"

"Statement": [{
"Effect": "Allow",

"Principal™: {"AWS": '"pas256"}
"Action": "s3:PutObject”
"Resource': "arn:aws:s3:::your-bucket/x"
]
}

no policy defined

"Resource": "x"

}]
¥

aws s3 cp my-file.txt s3://your-bucket/ ﬂ
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How policies work together across accounts

Account A Account B

-bucket

IAM User: pas256

d AND| {

"Statement": [{ "Statement": [{

"Effect": "Allow",

"Principal™: {"AWS": '"pas256"}

"Action": "s3:PutObject”

"Resource': "arn:aws:s3:::your-bucket/x"

"Statement": [{
"Effect": "Allow",
"Action": "s3:PutObject"

"Sid": "FullAWSAccess",
"Effect": "Allow",

"Action"': "'x"
"Resource": "'x"

;]
}

"Resource": "x"

}]
¥

aws s3 cp my-file.txt s3://your-bucket/ w

31




Troubleshooting



Verify Last Accessed

First, make sure the Principal you think
you're using Is indeed being used!

* Activity appears within 4 hours
* Jracks 400 days of history
* [racks attempts, not just success

e Tracks Users and Roles

Documentation

= |AM ) Roles > AwsControlTowerExecution ©) Q)
AWSControlTowerExecution ..
Permissions Trust relationships Tags Last Accessed Revoke sessions

Allowed services (419)
IAM reports activity for services and management actions. Learn more about action last accessed information. To see actions,
choose the appropriate service name from the list.

Filter by services access history

(O\ Search ] [ No Filter v ] 1 2 3 4 5 6 7 . 42 > @
Service v | Policies granting permissions | Last accessed v
AWS Config AdministratorAccess 3 days ago

AWS Lambda AdministratorAccess 6 days ago

AWS CloudFormation AdministratorAccess 315 days ago

Amazon SNS AdministratorAccess 315 days ago

Amazon EventBridge AdministratorAccess 315 days ago

Amazon CloudWatch Logs AdministratorAccess 315 days ago

AWS Key Management Service AdministratorAccess 315 days ago

AWS lIdentity and Access Management AdministratorAccess 315 days ago



Inspect using CloudTralil

e CloudTrail > Event history = O @
CloudTrail 4 Event history (50+) info @ ( Download events ¥ ) ( Create Athena table >
Event history shows you the last 90 days of management events.
Dashboard
Lookup attributes
Event history
( Read-only v Q. false X ] [ Filter by date and time ] 1 2 .. D 3
Insights
v Lake (J | Eventname | Event time | User name | Event source | Resource type | Resource name
Dashboards
o OJ ConsoleLogin March 18, 2025, 11:37:02 (UTC-... pas256 signin.amazonaws.com - -
uery
Event data stores O GetSigninToken March 18, 2025, 11:37:02 (UTC-... pas256 signin.amazonaws.com - -
Integrations : . QT
OJ PutBucketPolicy March 18, 2025, 11:30:56 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-00256
Trails
OJ PutBucketPolicy March 18, 2025, 11:27:18 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-00256
Settings OJ PutBucketPolicy March 18, 2025, 11:27:06 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-00256
O GetBucketMetadatar... March 18, 2025, 11:26:11 (UTC-... pas256 s3.amazonaws.com - -
Pricing [2 O PutBucketPolicy March 18, 2025, 11:25:15 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-00256
Documentation [2 ,
OJ PutBucketEncryption March 18, 2025, 11:22:02 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-00256
Forums [
FAQs [? OJ CreateBucket March 18, 2025, 11:22:02 (UTC-... pas256 $3.amazonaws.com AWS::S3::Bucket my-bucket-00256
OJ CreateBucket March 18, 2025, 11:21:50 (UTC-... pas256 s3.amazonaws.com AWS::S3::Bucket my-bucket-1256

34



Inspect using CloudTralil

PutBucketPolicy i

Details Info

Event time AWS access key AWS region
March 18, 2025, 11:30:56 (UTC-07:00) ASIA2UC3D7TR5SK2ZPS6 us-west-2

User name Source IP address Error code
pas256 76.247.189.86 MalformedPolicy
Event name Event ID Read-only
PutBucketPolicy d4333450-dd1c-4a12-894d-91¢10754267c¢ false

Event source Request ID

s3.amazonaws.com 92P16KM607SKHFJD

Resources referenced (1) o

Resource type | Resource name | AWS Config resource timeline

AWS::S3::Bucket my-bucket-00256 [ C View AWS Config resource timeline [ )

Event record i ('EI Copy )
JSON view

1 | {

2 "eventVersion": "1.11",

3 "userIdentity": {

4 "type": "AssumedRole",

5 "principalld”: "AROAZ2UC3D7TR23CMOBIDD:pas256",

6 "arn": "arn:aws:sts::730335542499:assumed-role/AWSReservedSSO_AWSAdministratorAccess_aeccfal®Z2a4e673d/pas256", 35
7 "accountId": "730335542499" .



Inspect using CloudTrall

* View last 90 days in AWS Web Console

 Must be enabled
* Create one, and ONLY ONE, trail (otherwise $$$!!!)

 Not 100% coverage by default
 e.0. No s3:PutObject coverage
* Can enable logging data events to get s3:PutObject

e Careful. This can cost $$$ with high volume projects
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Decode the error

You are not authorized to perform this operation. User: arn:aws:sts::555697216722:assumed-
role/AWSReservedSSO_AWSReadOnlyAccess_4cea7894fbac3ead/pas256 is not authorized to perform: ec2:CreateSecurityGroup on resource:
arn:aws.ec2:us-west-2:555697216722:vpc/vpc-090f484047007b243 because no identity-based policy allows the ec2:CreateSecurityGroup action.
Encoded authorization failure message: rGACTc1aEyGSszyQ7nBdiZaFuz-
KFISUBWHN11bShYGcCD_kgZj2tQfpMqS39Z8ZNchr_OPtDO7or|_tnaZ7r_Z0o5NDc90kQBebHS0S6CnoQQ1vucOKBpQDaDUScORFrYMWVoS4udJsd
X|74z_bHEqQvq2cA3v3BuYsYyS|OBfTXrhkXWhxy5MvpJuVOKGffOxDyC5Ge-6a87zy_7LXHcKBy-
UK3XNyiNxGowVQS62¢_DRa420d4ri90h7Q8QfNBzT70YgDy1WNVrapk4QWhM2ZsYpwADXYKXK7P20WgUoCJcmKj_6yTRQM8H2-0VPpd-
BqJOqHMhY7wTIsdhlcy3xabFLIZCHUXax3GnZyv8vOnpTPWeB7bNXIz5]i53w2H7ti9sIApZ4KgOkwRz1zUtpF-4WZXM-uW-
oWreCKyRyzrIBwfNg3ZW11EHKgeYKBBWJEVUWI3tzlsjpJoKLdurds7qNNcPE45MERI6WmYyR-AqQK2ZVMtqJSx1BNL2sw4b6IN6R2DP-uHIaOjhHZJL-
OLMbqJblrgWAKIdOnXg3HFt85gk_Q6YYUbylsYp9tP74J)_mgqqlwpDlwODaf_fnEOpRS_E3DkGkvQgBkAyX1vkn3DhRhMEz4QrO4XXr4RA1-
2KStWWKZCPE_ycD25U_vUNUFrD-iBckOnCrwliYO8vdSX7AeosDeGTwP10flOoptnZ0SoYJisT8zl310Jj]XJCRL]5cvICg8tla5CszYOVGA _Ld54krOf-
SzvOm8G60VZKKSp8 T1QWVIAUTNCWgLEDLbUsXTPOsSbSESg52kZ8qvSEEbCPca_FrXAP5Pnl429np-
XFgX_L6SCKSVEXURV8ccH5V70xxwLAYRUSSMTbKANIErBNvwL1WI8wAOKwaizUhyvio-7PIGDcV

aws sts decode—-authorization—message
——encoded-message 'rGACT....GDcV' |
jq —-r '.DecodedMessage’

]Q

37



Decode the error

"allowed": false, "key'": "aws:Region",
"explicitDeny": false, "values": {
"matchedStatements": { "items": [
"items": [] {
} "value": "us-west-2"
"failures": { }
"items": [] ]
by I3
"context": {
"principal: {
"1d": "AROA2UC3D7TR6HATBG7I0:pas256", "key'": "aws:Resource",
"arn': "arn:aws:sts::730335542499:assumed-role/SS0/pas256" "values": {
}, "items": [
"action": "CreateSecurityGroup", {
"resource': "arn:aws:ec2:us—-west-2:730335542499:vpc/vpc-079df256ef81d3c40", "value': "vpc/vpc-079df256ef81d3c40"
"conditions": { }
"items": [ ]
{ s
"key": "ec2:ResourceTag/ManagedBy",
"values": {
"items": [ "key": "ec2:VpcID",
{ "values": {
"value": "Terraform" "items": [

{
"value'": "vpc-079df256ef81d3c40"




|AM Policy Simulator

IAM Policy Simulator

Mode : Existing Policies ~ assumed-role/SSO/pas256 ~

Policies Policy Simulator
Reset Contexts Clear Results

Selected user: pas256 Amazon EC2 v ||1Action(s) sele... ~ Select All Deselect All
Service control policies (SCPs) applied to your . .
account can impact your access to AWS Action Settings and Results [1 actions selected. 0 actions not simulated. 0 actions allowed. 1 actions denied. ]
services. Learn more.
Service Action Resource Type Simulation Resource Permission
» Amazon EC2 CreateKeyPair key-pair ) denied Implicitly denied (no match...
IAM Policies

- S3-Write

Custom IAM Policies

There are no policies to display!

Permissions Boundary Policy

You can simulate a maximum of one https://pol iCysi m .aWS.amaZOn _COm/

permissions boundary policy per user or role.
There are no policies to display!
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https://policysim.aws.amazon.com/

AWS |IAM Policy Visualizer

AWS IAM Policy Visualizer

Visualize your AWS IAM policies to better understand permissions and access patterns. Search anything in the policy (actions, resources, conditions)... 4 Hide Insights ~ Collapse All ® Focus Mode .
Node Border Colors A
1 A
5 "Version": "2012-10-17", @ Write Actions (Put, Create, Update, Delete) © Statements
3 "Statement": | ® Admin Actions (Wildcard *)
4 { List Actions (List, Scan, Query) 3 2 1
5 Effect . Allow ’ . Read Actions (Get, DeSCI'Ibe, Read) Total Allow Deny
6 "Action": [ L
7 "s3:GetObject", £ Coverage
8 "s3:ListBucket"
9 ] ’ 3 Services 6 Actions
10 "Resource": [ -
11 "arn:aws:s3:::example-bucke
", (J Action Types
12 "arn:aws:s3:::example-bucke Read Write List
t/*x"
13 ] [ ] S L L
[® 1AM Policy

14 ¥,
15 { . . :
16 "Effect": "Allow" © Risk Indicators
17 "Action": [ . Wildcard Actions 1
18 "dynamodb:GetItem", : . /"-\
19 "dynamodb:Query", /D /ﬁ\ . g Wildcard Resources 2
20 "dynamodb:PutItem" ~ Statement 1 Statement 2 | Statement3 |
g; ] F; u‘:’w A".OV \\[T:y/ Resource Coverage 67%

"Resource': . . “eea,

"arn:aws:dynamodb:us-east-1:1

() Actions ) Actions > ) Acti > v) rity B Practi
23456789012: table/Users" = . = . J - © Security Best Practices
ow ow eny
23 by ’ Conditions 0 O
24 {
25 "Effect": "Deny", Principle of Least Privilege 130%
26 "Action": "ec2:x",
27 Resource”: " @ Resources © Resources > @ Resources > Service Granularity 100%
2 8 } Allow Allow Deny
29 :
30 } ] Action Granularity 100%
| | | |
| |
https://iam-liart.vercel.app/
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This is the tip of the iceberg

 Experiment :

e Get hands-on ‘

 The |IAM docs are actually really good

 Watch Brigid's talk

e https://www.youtube.com/watch?
v=YQsK4MtsELU



https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=YQsK4MtsELU

Final decision:
Deny
(implicit deny)

No

Evaluate all
applicable
policies

[ Identity in Account A ]

Is
there an
explicit Deny in any
policy?

Is the principal a
member of an
organization with an
applicable SCP?

Is there
an Allow at
every level of the
organization from
the root to the
principal’s
account?

Is there an Allow
in the identity-based
policy?

Is the principal a role
or a user?

Does the role
have a permissions
boundary?

Does the principal

have an identity-based

policy?

Does the user
have a permissions
boundary?

Yes

No

Yes

Is there an Allow

in the permissions
boundary?

Is there an Allow in
the permissions
boundary?

Is there an Allow in
the session policy?

Yes

No

Y

Do BOTH the
dentity in Account A
and the resource in
Account B allow the

Final decision:

Deny
(implicit deny)

No

Evaluate all
applicable
policies

[Resource in Account B ]

Is
there an
explicit Deny in any
policy?

Is the
resource
owned by an
organization with
an applicable
RCP?

Is there
an Allow at
every level of the
organization from the
root to the
resource's
account?

No

s there an Allow
in the resource-based™, NO

policy? If so, which
principal?

Final decision:
Deny
(explicit deny)

Final decision:
Deny
(implicit deny)

Final decision:
Deny
(implicit deny)

Allows the session of the
calling principal

Does the
session principal
match the session
making the
request?

No

Allows the role of the
calling principal

Does the role

principal match
the role making the
request?

No

Yes |

Allows the account of the
calling principal

Does the
account principal
match the account
making the
request?

Yes







